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Abstract—Internet-of-Things (IoT) devices are widely deployed
nowadays. A large number of smart home IoT devices are hosted
on a cloud server for easy management. Users can use their
accounts to initiate operations and management on IoT devices
through a cloud server, such as updating firmware and configur-
ing devices. However, the cloud account may be hacked resulting
in adversarial attacks to the hosted IoT devices. As a consequence,
an adversary may perform malicious operations through the
cloud remotely to the hosted IoT devices without user awareness.
Motivated by this, in this article we propose gateway-based 2 fac-
tor authentication (G2F), a secure user authentication framework
dedicated for a gateway based on the universal 2nd factor (U2F)
protocol to enhance the security of IoT devices management. In
G2F, the user authentication on the gateway is completed utiliz-
ing a hardware token that interacts with the local gateway node
to guarantee the token owner’s presence. Furthermore, G2F can
grant multiple simultaneous operations on IoT devices through
just one user authentication. We implement a prototype to fur-
ther evaluate the performance of G2F. Based on our realization
on the commercial IoT server, i.e., Alibaba Cloud, G2F demon-
strates the ability to protect against malicious attacks with high
authentication efficiency.

Index Terms—Internet of Things (IoT), smart home, user
authentication.

I. INTRODUCTION

THE Internet of Things (IoT) has drawn increasing atten-
tion in recent years, especially in the smart home

applications. As a rising portion of IoT, smart home [1] con-
sists of a series of smart devices that are embedded with
microprocessor-based controllers. These smart devices can
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work together to assist with the daily tasks of the user, such
as cleaning, cooking, and health monitoring [2].

With the rapid growth of smart devices, smart home
brings increasing security and privacy challenges due to its
widespread deployment. Nowadays, a large number of smart
home IoT devices are hosted on a cloud server for manage-
ment. Due to lack of user interface of these devices, operations,
such as firmware (FW) update, data reading, and state control
on smart devices are performed on the cloud or assisted with
a specific application (App). However, these kinds of man-
agement of IoT devices have potential vulnerabilities, such as
cloud-account-stolen [3], or cross-site request forgery (XSRF)
attack [4]. An adversary may get the password of a user’s
account by phishing and access the account to perform a
malicious operation to IoT devices. For example, the attacker
may update an infected or outdated FW which may pose a
great threat to the hosted IoT devices to launch attacks, e.g.,
data exfiltration [5] and data manipulation [6]. Even if the
IoT device can be updated with assistance from an App on
a mobile phone for security consideration, the adversary may
bypass such secure procedure by exploiting the vulnerabilities
of the App [7]–[9], which is a basic concern [10].

There exist some security supports for IoT. Several Internet
Engineering Task Force (IETF) working groups have been
set up to solve existing security issues of IoT. IETF has
proposed a series of protocols [11] which play vital roles in
securing the communication between the resource-constrained
IoT devices. Though effective, they have not offered a secure
and effective architecture for the management of IoT devices.
Although there are several proposed schemes [12]–[15] to
protect mission-critical IoT applications, most of them are
system-wide designs which require experienced network tech-
nician to maintain the security through professional tools. This
limits these schemes being applied in the smart home environ-
ment as smart home usually lacks technical support, unlike an
enterprise-scale IoT with its own dedicated IT department or
technical team for maintenance and management.

Compared with App-assisted authentication, hardware token
possesses a higher level of security due to its hardware fea-
tures, such as tamper-resistant design. It is often used for
online user authentication, e.g., access to bank account [16].
Most of the hardware tokens adopt the fast identity online
(FIDO) alliance universal 2nd factor (U2F) protocol [17]
which is based on a challenge-response scheme for user
authentication, and FIDO2 [18], the passwordless evolution
of FIDO U2F, is still based on the U2F model. Users use a
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Fig. 1. G2F provides user authentication on the GWN in IoT environment,
such as smart home. User can achieve the authentication utilizing a hardware
token held by himself to secure the IoT devices.

hardware token to respond to the authentication request from
a server through a user client. Although hardware token is
a strong factor of authentication, it can only authenticate one
client of the user at once. Considering the large amount of IoT
devices and correspondingly a large number of clients, the pro-
tocol has a potential vulnerability of authentication efficiency
in IoT. So we choose to shift the overload of authentication
to the gateway which is proved to be a good solution.

In this article, we propose gateway-based 2 factor authen-
tication (G2F), a secure user authentication framework dedi-
cated for the gateway based on the U2F protocol for securing
IoT devices from malicious attacks. When there is critical
operation for IoT management1 initiated from cloud server to
IoT device, user authentication is required, which is achieved
by a hardware token that serves as the strong factor and inter-
acts with cloud server via the USB interface on the gateway.
The illustrative diagram is shown in Fig. 1. As the criti-
cal operation (e.g., FW update) is not often so the proposed
user-centric authentication will not distract and overwhelm
the user. We also exploit G2F to support multiauthentication
which means simultaneous management to multidevices can
be authenticated by only one single user authentication on the
gateway. This is significant for improving the efficiency of
IoT management. We conduct security and latency evaluation
of our prototype and received good results. We finally deploy
G2F in a real-world case of IoT, i.e., FW update of IoT device,
to give further support of our scheme. It is worth mentioning
that G2F requires no extra security hardware-module added to
IoT devices, which makes it easy to deploy.

In summary, the contributions described in this article are
threefold as follows.

1) We propose a user-centric framework for user authenti-
cation on smart home gateway based on U2F protocol,
which prevents IoT devices hosted on a cloud server
from malicious operations without the user’s awareness.

1We emphasize that the critical operation for IoT management is different
from some operations (e.g., unlock the door or open the window using smart
IoT devices) which happen more frequently in normal life. We define the
critical operation for IoT management as the significant interaction between
the IoT cloud server and local IoT devices(e.g., gateway or smart devices),
which concerns the security of local IoT devices, such as FW update.

2) We combine the strong factor of authentication in U2F
protocol, i.e., tamper-resisted hardware token, with the
gateway-centric architecture of IoT to achieve high secu-
rity and efficiency in the smart home IoT management,
thus reducing the dependence of service providers.

3) We exploit a prototype of our proposed framework and
perform comprehensive evaluations including security
and latency time performance in the real-case study
by leveraging a commercial cloud server, i.e., Alibaba
Cloud, for the FW update. Considering the universality,
G2F can theoretically work with other cloud platforms,
e.g., AWS and Azure, because the architectures of these
cloud platforms for IoT management are similar to
Alibaba Cloud according to their open-source SDKs and
documents. We use the former for the convenience of the
region.

II. MOTIVATIONS AND RELATED WORK

A. Motivations

1) Vulnerabilities of Existing Management of IoT:
Authentication plays a vital role in the management of IoT,
especially for some burgeoning scenes, such as smart home. In
most cases, the management of smart home often lacks dedi-
cated security professionals who can manage the complexities
of a smart home network. Few householders have professional
knowledge about security and therefore cannot deal with com-
mon problems of smart home properly and independently. To
avoid the burden of management, most of the users turn to
service providers for convenience, which means users can
manage the smart home through the graphic user interface
(GUI) supported by service providers without knowing the
details of implementation. Users have to trust service providers
to implement appropriate and sufficient security measures for
their data and management of devices, while this is not often
the case [11]. Specifically, there are some basic concerns about
this approach. One of the concerns is that we cannot ensure the
cloud server is secure and reliable enough to host and man-
age our devices, even the service provider. To decrease the
dependence of service providers, it is necessary to develop a
user-centric authentication model for the management of IoT.

2) Why Gateway: IoT has constrained system resources.
Device controllers have traditionally been 8-b microcontrollers
with very limited computational and storage resources, which
astrict their abilities to implement complex security algo-
rithms. As the central node of IoT, the gateway has more
processing power and computational resources, which makes
it a solution for some arduous and burdensome work spon-
taneously. Gateway node (GWN) often acts as a bridge to
connect local IoT infrastructure to the cloud server. In terms
of security, GWN acts as a firewall to protect IoT devices from
cyber threats. It can centralize user authentication and apply
access control to defend against unauthorized access to IoT
devices.

B. Related Work

1) Smart Home Architecture for Security: There are many
different proposals for smart home architectures. However,
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none of them can support entire security for smart home.
There are three popular architectures designed for Smart
Home, which include middleware-based, cloud-based, and
gateway-based architecture.

Middleware-based architectures utilize middleware, a kind
of software layer between the low-level layer of devices and
the high-level application layer (AL), to provide the user with
a common interface and a standard data exchange structure
to extract bottom details of the hardware. A middleware-
based architecture can be a client-server architecture, such as
VIRTUS [19] which includes both resource-rich devices (e.g.,
PCs) and resource-constrained devices (e.g., smartphones), or
a peer-to-peer architecture, such as SMEPP [20] which sup-
ports resource-constrained embedded devices. Both of these
IoT middleware solutions require extra complex software lay-
ers and cryptographic routines to be implemented on devices.
As a general concern for middleware-based architecture, the
coding vulnerabilities in middleware may pose security threats
to the IoT devices which can be utilized by an adversary.

Cloud-based architectures are proposed to solve the
performance problems of resource-constrained IoT devices.
Kovatsch et al. [21] proposed a cloud-based architecture on
the constrained application protocol (CoAP) to improve the
service scalability for IoT devices. Alohali et al. [22] proposed
a centralized scheme for the management of IoT devices on
the cloud. These cloud-based solutions reduce the dependency
of a separate home controller and offer a good way for IoT
devices to connect and cooperate with the shortcoming of
the heavy overhead of computation. However, new privacy
issues are introduced due to the dependency of cloud service
providers [23]–[25].

Gateway-based architectures are usually intended for the
coordination of IoT devices [12], [14], [15]. As the central
node in IoT, the GWN can improve the interaction and col-
laboration between IoT devices and cloud server [26]. An
integrated access gateway (IAGW) architecture has also been
proposed to support different IoT nodes through standard
interfaces in a smart home environment [12]. With a powerful
processor, a gateway can implement sophisticated manage-
ment algorithms and can perform some of the mission-critical
operations in smart home. However, most gateway-based
architectures are either thoroughly designed [12], [15], [26]
or require great changes to the gateway [14], which make it
difficult to deploy in the real world.

2) Existing Authentication Mechanisms in IoT: The authen-
tication in IoT can be divided into device authentication and
user authentication.

Device authentication usually utilizes the real-
time or hardware characteristics of devices [27]–[30].
Gu and Mohapatra [27] introduced BF-IoT, the first IoT
secure communication framework for BLE-based networks,
to guard against devices spoofing via monitoring the work-
life cycles of devices. Novel hardware characteristic can be
utilized to identify devices, such as clock skew [29], received
signal strength [28] or radio frequency signature [30]. These
methods often do not require any changes to devices but the
above methods have problems with the efficiency and power
consumption of authentication.

User authentication in IoT can be achieved by human
biometric characteristics [31] and activity features [32].
Liu et al. [31] utilized WiFi signals to extract biometric char-
acteristics of breathing for user authentication. Shi et al. [32]
extracted the characteristics of a user’s daily activity from
WiFi fingerprint to accomplish the authentication.

User authentication can also be achieved by hardware, such
as smart cards. Hardware-based methods can provide strong
authentication because of the characteristics of hardware, such
as tamper-resistant and unclonable. A robust and efficient
authentication scheme is proposed by Vaidya et al. [13]. It is
based on strong password approach to provide secure remote
access in digital home network environments.

III. BACKGROUNDS

In this part, we introduce some backgrounds about U2F
protocol and hardware token.

A. Universal 2nd Factor Protocol

The hardware-based authentication scheme is based on the
U2F protocol proposed by FIDO Alliance. The FIDO U2F
is an online user authentication protocol which allows online
services to augment the security of their existing password
infrastructure by adding a strong second factor to user login.
Users carry a single U2F device as the second factor. When
the user succeeds to log in with a username and password
as before, the online service will prompt the user to present
a second-factor device at any time it chooses. User can use
their FIDO U2F device across all online services that sup-
port the protocol leveraging built-in support in Web browsers.
U2F protocol adopts a challenge-response scheme, which is
extended with phishing and man-in-the-middle (MitM) protec-
tion, application-specific keys, device cloning detection, and
device attestation. FIDO2 is the evolution of U2F but it is still
based on FIDO U2F protocol.

B. Hardware Token

A hardware token is a physical device that can be used to
verify someone’s identity electronically. The token can be used
to take place or in addition to a password which serves as a
single factor to prove the owner’s identity. Most of the hardware
tokens have the tamper-resisted feature as it stores the secret
key of the owner. It can be used for data encryption or digital
signature. The human interface of hardware token can be a
screen to display PIN code or a button for the user to respond
to an authentication request. The physical interface of hardware
token to interact with other devices, such as smartphone or a
laptop, can be USB connector, Bluetooth wireless interfaces, etc.
Many online services have supported U2F keys as an additional
method of two-step authentication, including Chrome, GitHub,
GitLab, Facebook, etc. Take the account logins for example.
When a user wants to use the U2F key as the 2FA, he should
enroll the key first before the authentication. First, he enrolls
the key by launching the registration process on the website.
Then the indicator (e.g., a LED) on the U2F key will blink.
The user pushes the button on the key for the response. A
series of secret messages are sent to the website for enrollment.
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After successfully enrolling the key, the user can use it for
authentication. The authentication process is similar to the
enrollment except that the required operation (e.g., logging in to
the account) will be performed after a successful authentication.
Considering that the critical operation (e.g., FW update of IoT
devices) is not frequent, the user is not expected to perform
too much authentication every day.

The hardware-based authentication gains high security by
the tamper-resistant hardware token. Although there are some
works about secure analysis on the hardware token [33],
[34], most of them are side-channel attacks which require
professional electronic equipment to perform.

IV. THREAT MODEL

Our work aims to build a user authentication mechanism
for the purpose of protecting IoT devices from unauthorized-
operation attacks. As a growing part of IoT, smart home is a
typical scenario to take into consideration, where many IoT
devices are hosted on the cloud for management through the
user account.

A. Adversarial Goals

The adversary considered in this work has several goals
related to performing unauthorized operations to the IoT
devices. These goals are summarized as follows.

1) Concealment: An attacker does not want the presence
of his or her to be known, which includes illegal login
of the user’s cloud account and unauthorized operations
to devices through the cloud server. If an attack can be
easily detected, preventative countermeasures like dis-
connecting IoT devices or freezing cloud account can
often be taken to mitigate the damage done by the attack.

2) Illegal Login of User Account: To perform the attack,
the adversary should first be able to log in to the
user’s account of the cloud server and then perform
unauthorized operations from the cloud server. When
there is an App-assisted second-factor authentication of
the account, the adversary has to try to bypass the
App-assisted authentication.

B. Assumptions

Adversary:
1) The malicious FW update to IoT devices has been

proved to be practical [5], [6], [35]. So we assume
the adversary is powerful enough to bypass the FW
validation in the IoT Server.

2) We assume the adversary can get the username and
password of the user’s account by phishing [36] or
some other similar methods. We also consider a more
powerful adversary who can bypass the App-assisted
second-factor authentication of account login by lever-
aging the vulnerabilities of the App on the user’s mobile
terminal [7].

3) The hardware token of a user may be stolen or lost and
taken by the adversary. However, there are some limita-
tions to the adversary. As the central device of IoT, the
GWN cannot be physically accessed by the adversary.

Guarantee:
1) We assume that the hardware token is tamper-resistant

and can be used as a strong security factor in the
authentication.

2) We mainly focus on the authentication mechanism which
is set up on the AL, so we assume that the security of
communication layers under AL in TCP/IP model (RFC
1122) can be guaranteed by existing solutions and will
not be discussed in this article.

C. Attack Type

Our scheme is applied to user authentication which is
achieved by the interaction of hardware token, GWN, and
cloud server. The security of communications between IoT
devices and the cloud server is not in the scope of this
work. Security analysis about regular cyberattacks targeting
cloud server will be discussed in Section VIII, which includes
phishing attack, XSRF attack [4], and MitM attack.

1) Phishing Attack: Phishing is a form of social engi-
neering in which an attacker attempts to fraudulently acquire
sensitive information from a victim by impersonating a trust-
worthy third party [3]. In the scenario of IoT, an adversary
may fake an IoT service website to trick users into logging in
to their accounts and then steal the user’s account password.
We will introduce that G2F is resistant to phishing attacks
through detailed evaluations in Section VIII.

2) Cross-Site Request Forgery Attack: XSRF attack denotes
a relative class of attack against Web application users. By
launching a successful XSRF attack against a user, an adver-
sary can initiate arbitrary HTTP requests from that user to
the vulnerable Web application [4]. Thus, if the victim is
authenticated, a successful XSRF attack effectively bypasses
the underlying authentication mechanism. If an adversary can
launch an XSRF attack on the Web of cloud service, the user’s
login name and password may be changed by the adversary.
Considering a more severe situation, the adversary updates
malicious FW to the hosted IoT devices.

3) Man-in-the-Middle Attack: The MitM attack is a com-
mon attack that has been used against a wide range of
protocols, going from login protocols, entity authentication
protocols, etc. In this article, we will present how G2F prevents
MitM attack in our proposed authentication scheme.

V. DESIGN CONSIDERATION

To implement G2F, there are several design aspects to take
into consideration.

1) Security: The strong factor of authentication should
be considered to defend against malicious attacks. The
scheme should be user-centric and reduce the depen-
dency of cloud service providers in the authentication.

2) Latency: G2F should not take too much time to accom-
plish the authentication but within a proper maximum
of latency.

3) Efficiency: Considering a large number of IoT devices,
only one authentication operation is required to operate
multiple devices to avoid tedious operation and decrease
the overheads of authentication.
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Fig. 2. System Overview. G2F consists of three parties, cloud server, GWN,
and user. The cloud server consists of U2F Server and IoT Server.

4) Compatibility: To make G2F practical, the authentica-
tion protocol should achieve user authentication without
making changes to the IoT devices and existing com-
munication protocols and can be directly deployed in a
real IoT environment.

Challenges: There is always a tradeoff between security and
efficiency in IoT. To achieve high security, the efficiency of
authentication is often disregarded [19], [20], [27] and vice
versa [31], [32]. To gain both, a thorough design of the pro-
tocol is often required [13], [28]–[32]. It is challenging to
1) introduce a strong-factor of authentication with high effi-
ciency and to 2) avoid a total redesign of architecture or extra
hardware changes to IoT devices. However, it is possible to
solve these problems by introducing the U2F-based protocol
on the gateway and design details about G2F.

VI. SYSTEM DESIGN

To realize U2F authentication on the gateway in smart home,
the proposed scheme consists of two phases, i.e., the regis-
tration phase and the authentication phase. Before discussing
the implementation, this section provides an overview of the
system and its characters.

A. System Overview

The architecture is illustrated in Fig. 2. The system involves
three parties, cloud server, GWN and user. The cloud server
consists of U2F Server and IoT Server, which stands as a
security module and provides IoT service, respectively. In
addition to providing network service, the GWN is integrated
with a software submodule, U2F Host, which guarantees the
interaction between U2F Server and hardware token. The user
holds the hardware token which consists of a crypto submod-
ule and user interface, and owns a set of IoT devices. The
owner of IoT devices host the devices on IoT Server and man-
age them through a GUI of a client on a computer or mobile
terminal.

B. System Components

IoT Server: The IoT Server provides IoT services, such as
IoT device remote control and configuration. A user logs in
the IoT Server through a client GUI to host and manage IoT

TABLE I
NOTATION USED IN THE SCHEME

devices, such as FW update, sensor data relay and etc. The
submodule Decision Making decides when to inform U2F
Server to start registration and authentication and determines
whether to perform the command from the user based on the
results.

U2F Server: U2F Server coordinates with the hardware
token to implement U2F registration and authentication. It
stores the security elements about the hardware token, such
as public keys, key handles associated with public keys, etc.
It serves as a submodule of the cloud server to interact with
IoT Server to achieve the user authentication.

Gateway Node: GWN is an entity that connects IoT devices
to cloud server. In addition to collecting data from IoT devices
and sending them to cloud server for the application, GWN
possesses a USB interface to enable a hardware token to plug
in. A software submodule called U2F Host listens on the port
to relay the data associated with U2F registration and authenti-
cation, to support the interaction between hardware token and
cloud server.

Hardware Token: The hardware token is a tamper-proofing
a security element of the architecture with a high level of
security, held by the user. It contains a series of private
keys and other security elements and interacts with the GWN
by USB interface. Users can respond to the registration and
authentication requests by pressing the button on it.

IoT Device: IoT devices are owned by the user and hosted
on the IoT Server for management. They connect to the
GWN wirelessly to obtain network service. Users can per-
form operations on IoT devices through the client GUI of IoT
Server.

C. Proposed Scheme

The proposed scheme is a GWN-based centralized authen-
tication. All the authentication is accomplished on the GWN
rather than the clients on IoT devices which is different from
the Web-based U2F authentication. Some key items of the
registration and authentication flows are referred to in Table I.

1) Registration Phase: The user should register the hard-
ware token first before utilizing it for user authentication. In
the registration phase, the user uses the hardware token to
respond to the registration request from the U2F Server and
then generate a secret key and publish the public key to the
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Fig. 3. Registration flow. To perform user authentication, the hardware token held by the user should be registered first.

Fig. 4. Authentication flow. When an operation is initiated on the IoT Server, the IoT Server will start a user authentication first.

Cloud Server preparing for the authentication phase. The data
flow of the registration phase is shown in Fig. 3.

1) The user starts the registration on the IoT Server. The
IoT Server informs the GWN to post a registration
request to the U2F Server.

2) The U2F Server responds to the request and sends
{app_id, challenge} to the GWN.

3) The GWN checks the app_id and relays {app_id, chal-
lenge, origin, channel_id, etc.} to the hardware token to
generate key pairs.

4) The hardware token generates {kpriv, kpub, h} based on
the app_id.

5) The U2F Server verifies the signature with kpub and
stores {kpub, h} for the user if the verification is
successful.

6) Finally, the U2F Server informs the IoT Server the reg-
istration is finished and IoT Server represents the result
of registration to the user.

2) Authentication Phase: As Fig. 4 shows, user authenti-
cation is required if the user wants to initiate some operations
on the IoT devices through the IoT Server.

1) If IoT Server receives any operation commands, it will
inform GWN to issue an authentication request to U2F
Server.

2) On receiving the request, U2F Server sends handle,
app_id and a random challenge to GWN. The GWN
checks app_id and relays {handle, app_id, challenge,
origin, channel_id, etc.} to the hardware token.

3) The hardware token looks up kpriv based on key handle h,
and signs {app_id, c, counter}. The insider counter adds
up every time a signature is finished. Then the counter
and signature are sent to GWN to relay to U2F Server.

4) The U2F Server checks the signature using kpub which
have been saved during the registration phase, based on
key handle.

5) The IoT Server will take the next operation according
to the authentication result.

3) Support for Multiple Operations: There is a need of
multiple authentications for multiple operations to devices in
the middleware-based and cloud-based architecture [19], [37].
Because these authentications require the devices to communi-
cate with the authentication server, respectively, which indicates
reduplicative requests, verifications, and responses. As for G2F,
only a single user authentication between the gateway and U2F
service is required. A set of similar operations, e.g., FW update
of several devices, can be predefined on the IoT Server. After the
successful user authentication, the commands corresponding
to such a set of operations can be initiated.
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Fig. 5. System implementation. We adopt Raspberry Pi 3 as the GWN and a
YubiKey as the hardware token. The IoT devices include a AliOS Developer
Kit and a Raspberry Pi 3. We adopt Alibaba Cloud as the IoT Server to provide
services for IoT devices, e.g., FW update, and we run the U2F Server on a
Linux (Ubuntu 18.04 TLS) desktop.

Fig. 6. (a) We perform experiments in a in-room laboratory scenario as
shows. (b) Indicates the physical connection relationship of the components.

In a smart home scenario, if the user wants to perform some
critical operations (e.g., update the FW of IoT devices and
open the home surveillance camera), he can first log in to
the IoT management page on the IoT platform (e.g., Alibaba
Cloud, AWS, and Azure). Then the user plugs in the hardware
token on the GWN and initiates one or several commands
at one time to the IoT devices from the IoT Server. The
IoT Server sends a message to inform the GWN to initiate
the user authentication. The indicator (e.g., a LED) of the
hardware token tells the user to respond to the authentication
request (i.e., push the button on the hardware token). Then
several identity-related messages are sent to the GWN. The
GWN transmits the messages to the U2F Server for verifica-
tion. Only if the user passes the verification, the IoT Server
sends the required command/commands to the IoT device as
the user wishes (i.e., the IoT device starts the FW update and
the surveillance camera is opened).

VII. EVALUATION SETUP

A. System Implementation

For flexible exploitation, we adopt common IoT devices
to implement the system, e.g., Raspberry Pi and developer
kit. The details of G2F components are shown in Fig. 5.
The physical connection of the components is indicated in
Fig. 6(b).

1) Gateway Node: We adopt a Raspberry Pi 3 (ARM
Cortex-A53 64-b processor with 1.4-GHz CPU clock) as the
GWN. Many off-the-shelf IoT gateway products are even
more powerful than it and most of them have USB ports,
e.g., Linksys, TP-Link, and Google WiFi. Raspberry Pi 3
supports external USB devices and comes with built-in WiFi

connectivity. We deploy U2F Host on it to achieve the
interaction between hardware token and U2F Server.

2) Hardware Token: YubiKey is a commercial security
key, offering strong two-factor authentication from industry
leader Yubico. As U2F libraries associated with YubiKey has
been open-sourced for developers, we adopt YubiKey as the
hardware token.

3) U2F Host: We implement the U2F Host software mod-
ule in python language and run it on the GWN. This module
utilizes U2F libraries [38] to support the interaction between
hardware token and U2F Server.

4) Cloud Server (Alibaba Cloud and U2F Server): To man-
age IoT devices, we adopt the commercial Alibaba Cloud
which opens software API for developers as the IoT Server.
The U2F Server is developed and deployed on a Linux desk-
top (Intel Core i7-7700 3.60 GHz 64-b CPU) to interact with
YubiKey to achieve registration and authentication.

5) IoT Device: Considering that most of IoT platforms only
support specific and limited IoT devices. We adopt Raspberry
Pi 3 and AliOS Developer Kit as IoT devices because Alibaba
Cloud gives full support for these two kinds of IoT devices and
users can update their customized FW on the devices. AliOS
Developer Kit is a powerful kit that adopts ARM Cortex-M4
processor with 80-MHz CPU clock and has abundant periph-
erals and interfaces, such as camera, LED screen, and more
than eight other sensors.

B. Experiment Setup

We adopt FW update of IoT devices as the real-case study.
Note that we only care about whether the cloud server will
send the command of FW update to the IoT devices when
there requires user authentication. The security analysis about
the detailed process of the FW update is beyond our scope. We
perform experiments in an in-room laboratory environment as
Fig. 6(a) shows. The GWN is deployed at location 1 and IoT
devices are deployed at location 2–7. There are some barriers
in the scenario, such as tables and cross clapboards. The dis-
tance between the GWN and other locations has a minimum
of 2 m and a maximum of 22 m. The network latency between
GWN and IoT Server (Alibaba Cloud) is about 73 ms with a
network bandwidth of 10 Mb/s. As the U2F Server is deployed
in the same LAN with GWN, the network latency is less than
1 ms with a 10-Mb/s bandwidth.

C. Evaluation Metrics

1) For security evaluation, we adopt block rate, the ratio
of successful defense of G2F to the total experiments to
evaluate the security performance of G2F.

2) For the latency performance evaluation, we adopt the
empirical cumulative distribution function (Empirical
CDF) to find which time period the latency of G2F is
mainly distributed, i.e., the duration corresponding to the
sharp rise of the curve.

VIII. SECURITY EVALUATION

A. Unauthorized Operation to IoT Device

1) Defense Performance: Cyberattacks such as phishing,
XSRF attack, and MitM attack will result in the same
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consequence, namely the unauthorized operations to hosted
IoT devices. To achieve this goal, the adversary can try
two kinds of specific attack methods. One is “single attack,”
another one is “persistent multiple attacks.”

Single Attack: We log in to the user’s account as an adver-
sary and try to initiate a malicious operation (e.g., FW-update
command) to AliOS Developer Kit. Without hardware token
for user authentication in 6 s (which is a practical value for
the authentication, see Section IX for more details), a fail-
ure occurs indicating that this is an unauthenticated operation,
which means the malicious operation to IoT device is blocked
by G2F. We conducted single attack for 100 times, which
achieves a block rate of 100%.

Persistent Multiple Attacks: We further evaluate G2F with
persistent attacks, which means the user’s computer suffers
from an adversarial trojan which continuously sends a mali-
cious operation to the IoT Server with certain intervals. When
the legitimate user happens to perform an operation for IoT
management before the IoT Server gets the result of authen-
tication from the U2F Server, the malicious operation has a
chance to bypass the authentication. Note that such a kind of
trojan attack is a strong attack. Because preset secure factors,
such as product key and device key, must be set up in the
trojan programs to communicate with IoT platform [39]–[41].
So the adversary has to get the secure factors of target devices
first to enable the trojan to call the APIs to communicate with
IoT Cloud without being detected.

For the persistent attack, we run a trojan script on the user’s
desktop (Intel Core i7-7700 3.60GHz 64-b CPU) to send spe-
cific malicious operation requests to the user’s Alibaba Cloud
account persistently utilizing the open-sourced cloud APIs (we
assume that the attacker is able to get the preset secure factors
of the target devices). The script can send malicious requests
to the cloud at different time intervals. When a user also hap-
pens to send legitimate operation requests to the cloud at the
same time through the normal GUI of the cloud server (e.g.,
Web page) and accomplish the user authentication of G2F,
the malicious operation request has a specific possibility to
bypass the authentication. Because before the G2F authenti-
cation starts, the cloud service receives a series of operation
requests but it cannot distinguish which ones of them are ini-
tiated by the legitimate user when there is a malicious request
mixed in.

Considering that there are normally ten devices in the smart
home, we run ten clients on IoT devices listening for FW
update commands. In our experiments, a user sends operation
requests to Alibaba Cloud for the FW update of IoT devices
and the command sent to IoT devices from the IoT Server is
less than 200 B with an average network latency of 200 ms.
The trojan script also sends malicious requests at different time
intervals to initiate outdated FW update. After 50 experiments
for each interval set, we calculate the block rate of G2F, as the
blue curve in Fig. 7(a) shows. Overall, the block rate increases
with the attack interval and achieves 100% when the attack
interval is above 6 s. Considering that when the trojan per-
sistently sends malicious requests to IoT Server, there will be
many authentication requests sent to the local GWN in G2F.
When the user notices the unexpected authentication requests

Fig. 7. (a) Impact of command size on block rate when there is a per-
sistent attack with a 6-s attack interval. (b) Total latency of registration and
authentication during the 50 experiments.

Fig. 8. (a) Impact of network latency on block rate. The diverse curves
represent different attack interval, i.e., 2, 4, 6, and 10 s. (b) Impact of client
number and command size on block rate.

(the LED indicator of hardware token will flare when there
is an authentication request [42]), this is likely a malicious
attack by an adversary, which is against the adversary’s goal
of concealment as we have demonstrated in Section IV-A. The
user can further take protection measures, such as freezing the
IoT Server account and disconnect local IoT devices.

The low block rate is caused by the system latency, which
includes 1) the communication latency of sending multiple
operation requests to cloud server; 2) the computational
latency of local device (i.e., GWN and hardware token); and
3) the latency of handling these requests by the cloud server.
Considering that the Alibaba Cloud is powerful enough to
reduce the handling latency to less than 1 ms and local
devices are normal IoT devices that can be realized with
more powerful hardware in real products, we focus on the
communication latency which takes the main part. We fur-
ther explore the impact of network conditions, the number of
clients, and the command size of operation on the block rate
in Section VIII-A2.

2) Block Rate Analysis (Network Latency): We use
netem [43] to control the network latency. The attack sends
malicious operation requests to Alibaba Cloud persistently
with different attack intervals (from 2 s to 10 s, as Fig. 8(a)
shows). We change the network latency from 100 to 1000 ms
and perform 50 experiments for each network condition. The
block rate under these network conditions is calculated and
shown in Fig. 8(a). The result in Fig. 8(a) indicates that
the network condition has a significant impact on the block
rate of G2F, especially when there is a small attack interval.
However, when the network latency is less than 400 ms and
the attack interval no less than 6 s, the block rate of G2F can
achieve 100%.

Authorized licensed use limited to: Zhejiang University. Downloaded on March 04,2023 at 09:16:15 UTC from IEEE Xplore.  Restrictions apply. 



10892 IEEE INTERNET OF THINGS JOURNAL, VOL. 8, NO. 13, JULY 1, 2021

Fig. 9. Empirical CDF of total latency and user waiting time. (a) Total latency
of registration and authentication, respectively, in the whole process. (b) User
waiting time before the hardware token receives the request of authentication.

Number of Clients and Command Size: As the block rate
is closely related to the latency of the system, we perform
further evaluation under different circumstances that influence
the system latency, i.e., the number of clients on IoT devices
and the command size of operations for IoT management. The
attack interval of the adversarial trojan script is set up to 6 s.
As Fig. 8(b) shows, G2F can support as many as 20 clients
of devices authenticated at one time with the block rate of
100% when the size of command for IoT management is up
to 300 B (which is far larger than a practical size of command
for IoT management).

B. Hardware Token Stolen

We assume a more powerful adversary that not only is
able to log in the user’s account but also succeed to steal
the user’s hardware token. The adversary tries to send unau-
thorized operation command through the cloud server to IoT
devices. However, unable to get access to the GWN physically
and plug the hardware token in, the unauthorized operation is
rejected by the IoT Server after a preset time of 6 s.

IX. TIME-EFFICIENCY EVALUATION

In this part, we first evaluate the whole performance by the
latency of registration and authentication, which means the
consuming time of G2F during registration and authentication.
Then we launch a series of clients on IoT devices and initiate
multiple operations of FW update through the GUI of Alibaba
Cloud to these devices. Considering that the wireless connec-
tion to GWN, the distance between IoT devices and GWN,
and the size of a single command may be potential factors
that have an impact on the performance of our prototype.

A. Latency of Registration and Authentication

We deploy a single IoT device (Raspberry Pi 3) within 5
m of the GWN. We perform 100 times of registration and
authentication, respectively, as Fig. 7(b) shows and draw the
result of empirical CDF for each in Fig. 9(a). The results of
100 times of experiments indicate that the registration phase
has an average latency of 6.07 s and authentication 4.27 s as
shown in Fig. 9(b). Compared with some hardware tokens for
secure financial transactions which generally take a response
time of 3 to 5 s, the average authentication time of 4.27 s
is acceptable. The data flow in Figs. 3 and 4 can explain the

Fig. 10. (a) Indicates that clients have little impact on the average
latency of registration and authentication, but consuming time of download-
ing FW increases with the number of clients. (b) Indicates that the real-time
performance of G2F is stable within a range of 22 m which is a normal
distance between GWN and IoT devices in a smart home environment.

different latencies between the two phases. Compared with
Fig. 4, data flows in Fig. 3 have a larger number of data packets
because of public-key distribution and extra information about
hardware token required in the registration phase.

B. Support for Multiple Operations

To evaluate the efficiency of G2F, we initiate multiple oper-
ations of FW update for IoT devices through the GUI of the
cloud server on a computer. Corresponding to the multiple
operations, we launch almost 40 IoT clients on Raspberry Pi 3
to receive the command of these operations, respectively.

Fig. 10(a) shows the average latency and standard deviation
of each experimental set. With growing number of clients,
the average latency of registration is stable but the authenti-
cation time increases a little by 0.25 s from five clients to 40
clients. That is because the registration is only achieved by the
interaction of GWN, hardware token, and U2F Server. As for
the authentication, the GWN has to transfer several commands
from the cloud server to IoT clients, which results in the lit-
tle increase of latency with the growing number of clients,
as shown by the blue curve. Due to the limitation of channel
capacity, the green curve of FW-downloading latency rises a
little. Considering that a latency of 0.25 s is imperceptible for
a user and the number of devices in a single room can be less
than 40 in the real world, the G2F shows a stabilized latency
of authentication with around 4.3 s.

C. Impact of Distance

As the IoT devices connects to the GWN wirelessly, we
take the distance impact into consideration. We launch five IoT
clients on a Raspberry Pi 3 and change the distance between the
device and GWN. We depict the box plot of the average latency
for different distance setting. The impact of distance can be
seen in Fig. 10(b). The latency of registration in Fig. 10(b)
is changeless as before. The average latency of authentication
rises about 0.3 s with the distance from 2 to 22 m. Although
the performance of registration shows a little fluctuation, the
average latency of authentication is stable at around 4.4 s.

D. Impact of Command Size

We deploy a single device connecting to the GWN at a
distance of 5 m and change the size of command for 50
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Fig. 11. Impact of command size. The result indicates that the registration
and authentication of G2F works well with a steady low latency.

TABLE II
COMPARISON AMONG DIFFERENT ARCHITECTURES

experiments. As the yellow bar shows, the average latency
of command is the consuming time for IoT devices to receive
the whole bytes of a command. The average latency of each
size of command is shown in Fig. 11. The average latency of
registration (blue bar) and authentication (red bar) are stable
around 5 and 4.3 s, respectively, which show steady trends
compared with the whole latency of command (yellow bar).
When the command from the server side has a size of 100M
bytes, the latency rises to 15.3 s. In spite of this, the size of
the command has little influence on the real-time performance
of authentication as the results indicate.

E. Power Consumption and Bandwidth Requirement

As for power consumption, the implemented GWN (i.e.,
Raspberry Pi 3) takes most of the part, which is 1.7 W. Our
experiments are performed under different network conditions
as shown in Fig. 8(a) with an average bandwidth of 0.3 M/s,
which is easy to satisfy for the smart home.

X. COMPARISON BETWEEN DIFFERENT ARCHITECTURES

We compare our architecture with representative cloud-
based [22] and gateway-based [15] architectures in the aspects
of security defense and efficiency of authentication as Table II
shows. Note that G2F is resistant to phishing attacks and can
effectively limit the adversary’s power even if he has success-
fully stolen a user’s account password. As for the efficiency of
authentication, only G2F supports multiple operations to IoT
devices in one single user authentication, which shows high
efficiency in the management of IoT devices.

Wazid et al. [44] proposed a three-factor (i.e., smart card,
password, and biometrics) user authentication scheme for the
hierarchical IoT network. Their work mainly focuses on data
access control of the sensor node which is different from
our goal (e.g., secure the critical operations from the IoT
Server). The authors propose a well-designed scheme and
with elaborate security analysis but they do not perform the
experiments on a real test-bed as we did. Barreto et al. [45]

presented an authentication model to manage the identity of
IoT devices and users in IoT clouds. They focus on the
IoT cloud for authentication which relies heavily on the IoT
cloud provider. They proposed an IoT-cloud-based central-
ized authentication and focus on the identity management of
the IoT cloud which often needs expertise for the manage-
ment. But our proposed method does not need the user to
have specific knowledge about the IoT management to finish
the authentication. Our experiments on the real test-bed (i.e.,
Alibaba Cloud) prove the usability of our method. Compared
with the hardware-based key, software-based 2FA has been
exposed to security problems. Dmitrienko [?] proposed an
attack on mobile two-factor authentication apps which reveals
the vulnerabilities of software-based two-factor authentication
on mobile devices.

XI. DISCUSSION AND FUTURE WORK

The block rate in the security evaluation is largely deter-
mined by the system latency of G2F. As we have mentioned
before, the short period of latency before the authentication
is finished gives the adversary the chance to initiate mali-
cious operations if he could log into the user’s account. This
problem can be solved in two aspects. First, we can utilize
more powerful devices as the GWN, hardware token and U2F
Server to decrease the system latency. Second, integrating the
U2F Server with the U2F Server can reduce the communi-
cation overhead and make the authentication more efficient.
Considering that some hardware tokens for secure financial
transactions usually take three to 5 s to achieve the authen-
tication, we think the authentication latency of G2F (about
four to 5 s) is acceptable for some less-frequent and critical
operations for IoT management.

Our future work will focus on how to improve the block rate
of G2F and explore more efficient ways of multiple-operations
authentication, such as integrating the IoT Server with the U2F
Server. Besides, considering that it is difficult to determine
which command is critical and when to ask users’ approval, a
context-aware authentication system may be a good solution
for this problem.

XII. CONCLUSION

Motivated by the existing vulnerabilities of IoT manage-
ment in the real world, we propose the first user authentication
mechanism on the GWN based on U2F protocol, called G2F,
for the purpose of enhancing IoT device security. User authen-
tication can be achieved by utilizing a hardware token which
interacts with the server side through the GWN. We first pro-
pose the scheme of G2F and then introduce our prototype
of G2F which adopts a commercial Alibaba Cloud for real-
case study. The security and real-time performance evaluation
part shows that G2F can defend against representative attacks
regarding IoT management on cloud server.

To the best of our knowledge, this is the first work utilizing
strong factor of authentication on the gateway to guarantee
the security and efficiency for the management of smart home
IoT devices. We believe our study will help in exploring more
secure and efficient infrastructure of IoT management.
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